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SENSORMATIC ELECTRONICS CORPORATION
KANTECH - TYCO SAFETY PRODUCTS
END-USER LICENSE AGREEMENT

FOR KANTECH Software Provided With or Without Products or Components

IMPORTANT - READ CAREFULLY
KANTECH Software purchased with or without Products and Components is copyrighted and is purchased
under the following license terms:

This End-User License Agreement (“EULA”) is a legal agreement between You (the company, individual or entity
who acquired the Software and any related Hardware) and Sensormatic Electronics Corporation (‘KANTECH”),
the manufacturer of the integrated security systems and the developer of the software and any related products
or components (“HARDWARE”) which You acquired.

If the KANTECH software product (“SOFTWARE PRODUCT” or “SOFTWARE”) is intended to be accompanied
by HARDWARE, and is NOT accompanied by new HARDWARE, You may not use, copy or install the SOFT-
WARE PRODUCT. The SOFTWARE PRODUCT includes computer software, and may include associated
media, printed materials, and “online” or electronic documentation.

Any software provided along with the SOFTWARE PRODUCT that is associated with a separate end-user
license agreement is licensed to You under the terms of that license agreement.

By installing, copying, downloading, storing, accessing or otherwise using the SOFTWARE PRODUCT, You
agree unconditionally to be bound by the terms of this EULA, even if this EULA is deemed to be a modification of
any previous arrangement or contract. If You do not agree to the terms of this EULA, KANTECH is unwilling to
license the SOFTWARE PRODUCT to You, and You have no right to use it.

SOFTWARE PRODUCT LICENSE
The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.
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GRANT OF LICENSE - This EULA grants You the following rights:
Software Installation and Use - For each license You acquire, You may have only one copy of the
SOFTWARE PRODUCT installed.
Storage/Network Use - The SOFTWARE PRODUCT may not be installed, accessed, displayed, run,
shared or used concurrently on or from different computers, including a workstation, terminal or other digital
electronic device (“Device”). In other words, if You have several workstations, You will have to acquire a
license for each workstation where the SOFTWARE will be used.
Backup Copy - You may make back-up copies of the SOFTWARE PRODUCT, but You may only have one
copy per license installed at any given time. You may use the back-up copy solely for archival purposes.
Except as expressly provided in this EULA, You may not otherwise make copies of the SOFTWARE
PRODUCT, including the printed materials accompanying the SOFTWARE.

DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS
Limitations on Reverse Engineering, Decompilation and Disassembly - You may not reverse engineer,
decompile, or disassemble the SOFTWARE PRODUCT, except and only to the extent that such activity is
expressly permitted by applicable law notwithstanding this limitation. You may not make any changes or
modifications to the Software, without the written permission of an officer of KANTECH. You may not
remove any proprietary notices, marks or labels from the Software Product. You shall institute reasonable
measures to ensure compliance with the terms and conditions of this EULA.
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b Separation of Components - The SOFTWARE PRODUCT is licensed as a single product. Its component
parts may not be separated for use on more than one HARDWARE unit.
c Single INTEGRATED PRODUCT - If You acquired this SOFTWARE with HARDWARE, then the SOFT-

WARE PRODUCT is licensed with the HARDWARE as a single integrated product. In this case, the SOFT-
WARE PRODUCT may only be used with the HARDWARE as set forth in this EULA.

d Rental - You may not rent, lease or lend the SOFTWARE PRODUCT. You may not make it available to oth-
ers or post it on a server or web site.
e Software Product Transfer - You may transfer all of Your rights under this EULA only as part of a permanent

sale or transfer of the HARDWARE, provided You retain no copies, You transfer all of the SOFTWARE
PRODUCT (including all component parts, the media and printed materials, any upgrades and this EULA),
and provided the recipient agrees to the terms of this EULA. If the SOFTWARE PRODUCT is an upgrade,
any transfer must also include all prior versions of the SOFTWARE PRODUCT

f Termination - Without prejudice to any other rights, KANTECH may terminate this EULA if You fail to com-
ply with the terms and conditions of this EULA. In such event, You must destroy all copies of the SOFT-
WARE PRODUCT and all of its component parts.

g Trademarks - This EULA does not grant You any rights in connection with any trademarks or service marks
of KANTECH or its suppliers.

3 COPYRIGHT

All title and intellectual property rights in and to the SOFTWARE PRODUCT (including but not limited to any
images, photographs, and text incorporated into the SOFTWARE PRODUCT), the accompanying printed
materials, and any copies of the SOFTWARE PRODUCT, are owned by KANTECH or its suppliers. You may
not copy the printed materials accompanying the SOFTWARE PRODUCT. All title and intellectual property
rights in and to the content, which may be accessed through use of the SOFTWARE PRODUCT, are the prop-
erty of the respective content owner and may be protected by applicable copyright or other intellectual prop-
erty laws and treaties. This EULA grants You no rights to use such content. All rights not expressly granted
under this EULA are reserved by KANTECH and its suppliers.

4 EXPORT RESTRICTIONS

You agree that You will not export or re-export the SOFTWARE PRODUCT to any country, person, or entity
subject to US export restrictions.

5 CHOICE OF LAW

This Software License Agreement is governed by the laws of the State of New York.

6 LIMITED WARRANTY

a NO WARRANTY
KANTECH PROVIDES THE SOFTWARE “AS IS” WITHOUT WARRANTY. KANTECH DOES NOT WAR-
RANT THAT THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR THAT OPERATION OF THE
SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE.

b CHANGES IN OPERATING ENVIRONMENT
KANTECH shall not be responsible for problems caused by changes in the operating characteristics of the
HARDWARE, or for problems in the interaction of the SOFTWARE PRODUCT with non-KANTECH SOFT-
WARE or HARDWARE PRODUCTS.

c LIMITATION OF LIABILITY; WARRANTY REFLECTS ALLOCATION OF RISK
IN ANY EVENT, IF ANY STATUTE IMPLIES WARRANTIES OR CONDITIONS NOT STATED IN THIS
LICENSE AGREEMENT, KANTECH'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS LICENSE
AGREEMENT SHALL BE LIMITED TO THE GREATER OF THE AMOUNT ACTUALLY PAID BY YOU TO
LICENSE THE SOFTWARE PRODUCT AND FIVE US DOLLARS (USD$5.00). BECAUSE SOME JURIS-
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DICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL
OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

d DISCLAIMER OF WARRANTIES
THIS WARRANTY CONTAINS THE ENTIRE WARRANTY AND SHALL BE IN LIEU OF ANY AND ALL
OTHER WARRANTIES, WHETHER EXPRESSED OR IMPLIED (INCLUDING ALL IMPLIED WARRAN-
TIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE) AND OF ALL OTHER
OBLIGATIONS OR LIABILITIES ON THE PART OF KANTECH. KANTECH MAKES NO OTHER WAR-
RANTIES. KANTECH NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON PURPORTING
TO ACT ON ITS BEHALF TO MODIFY OR TO CHANGE THIS WARRANTY, NOR TO ASSUME FOR IT
ANY OTHER WARRANTY OR LIABILITY CONCERNING THIS SOFTWARE PRODUCT.

e EXCLUSIVE REMEDY AND LIMITATION OF WARRANTY
UNDER NO CIRCUMSTANCES SHALL KANTECH BE LIABLE FOR ANY SPECIAL, INCIDENTAL, CON-
SEQUENTIAL OR INDIRECT DAMAGES BASED UPON BREACH OF WARRANTY, BREACH OF CON-
TRACT, NEGLIGENCE, STRICT LIABILITY, OR ANY OTHER LEGAL THEORY. SUCH DAMAGES
INCLUDE, BUT ARE NOT LIMITED TO, LOSS OF PROFITS, LOSS OF THE SOFTWARE PRODUCT OR
ANY ASSOCIATED EQUIPMENT, COST OF CAPITAL, COST OF SUBSTITUTE OR REPLACEMENT
EQUIPMENT, FACILITIES OR SERVICES, DOWN TIME, PURCHASERS TIME, THE CLAIMS OF THIRD
PARTIES, INCLUDING CUSTOMERS, AND INJURY TO PROPERTY.

WARNING: KANTECH recommends that the entire system be completely tested on a regular basis. However,
despite frequent testing, and due to, but not limited to, criminal tampering or electrical disruption, it is possi-
ble for this SOFTWARE PRODUCT to fail to perform as expected.
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Chapter 1 ¢ Introduction

Welcome to EntraPass, a powerful multi-user access control system that provides all the features
required in the most demanding applications.

What is EntraPass? EntraPass is a comprehensive, menu-driven access control software
package. Among the many features, EntraPass offers:

Remote communication capability (with Corporate Gateway only)
Configurable desktops
Integrated Badging capability
Multiple reader technology
Interactive floor plans

Time and Attendance reporting
Visual diagnostics

SmartLink interface

Elevator control

Video

Local anti-passback

Global anti-passback

What is access control? Access control consists of a set of components (door readers, exit
detectors, motion detectors, etc.) that are professionally installed and electronically controlled.

System workstations are used to receive event messages, acknowledge alarms, modify the system
database, etc. A supporting advantage of access control is that all system events are carefully
archived and can be easily retrieved for inspection purposes.
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Some EntraPass Features

Visual Diagnostics. EntraPass offers on-screen real-time visual representation of the system
devices, with conditions updated in real-time, including high resolution floor plans that can be
imported and displayed on screen. Interactive system icons can be added to the graphic to display
component status in real-time. Manual operations may be performed from the real-time system
graphic.

Express Setup. The Express Setup utility enables installers to automatically define and
configure the most standard system components. This saves installation time and prevents setup
errors. With Express Setup, the system is fully functional and ready to test the hardware and
wiring before the installer makes the customized changes necessary for a particular site.

Integrated Badging. The Integrated Badging feature was added to EntraPass to allow users to
design and print badges. Pictures and signatures can be imported or, with the necessary devices,
captured and incorporated into cards for printing badges.

Vocabulary Editor. The system is multilingual. It is available in English, French, Spanish and
German. It can also be translated in up to 99 languages.

Time and Attendance feature. The Time and Attendance feature is a low-cost alternative to
high-priced dedicated Time and Attendance systems. It enables operators to print or download
time sheets in a CSV format to a payroll system.

SmartLink feature. EntraPass enables organizations to interface to most intelligent devices
such as CCTV multiplexers, alphanumeric pager systems, LCD panels, video matrix switchers,
etc., using an RS-232 link cabled between one of the EntraPass SmartLink workstation and the
external device. This feature can also be used to create, in real time, text or CSV files containing
specific information concerning an event. These files can then be used with third party Time and
Attendance systems, spreadsheet programs, etc.

Elevator Control capability. EntraPass allows installers to program up to 64 floors per
elevator cab using expansion devices such as KT-PC4216, KT-PC4204 or REB-8.

This indispensable feature in a multi-tenant building allows facility managers to restrict specific
floor access to authorized cardholders.

Video feature. EntraPass adds real-time monitoring capability to the Corporate and Global
series as a response to the growing importance of video in access control systems. From EntraPass
Corporate and Global Edition user interfaces, operators can configure viewing parameters for
digital video applications.

Redundant Server & Mirror Database. The Redundant Server & Mirror Database option
provides an alternative duplication mechanism in case of failures and errors of the Primary Server.

Using KT-100, KT-200 and KT-300 controllers. EntraPass is compatible with Kantech’s
KT-200 controller, KT-100 and KT-3000 controllers when using a Corporate Gateway.(A Global

2 1+ Some EntraPass Features
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gateway is compatible with KT-200 only). This has an added benefit when upgrading existing sites
that require more flexibility and improved user interfaces. It also allows installers to select the
controller that best suits their customers’ needs and budget.

Interfacing with external alarm panels. KT-100 and KT-300 controllers allow users to

arm, disarm, and postpone the arming of an external alarm panel through a Corporate Gateway.
This allows EntraPass to easily integrate with an external alarm system.

1+ Some EntraPass Features 3
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EntraPass Manual and Help

Using the Reference Manual
The Reference Manual is designed for EntraPass system installers, administrators and users. You
may refer to the hard copy of the manual or to the on-line version in pdf format.
To download an updated version of Acrobat Reader, browse to http://www.adobe.com.

Getting Help

Our window-level help will provide you with immediate and context-related help. Press [F1] on
your keyboard to display the help related to the active window or select [Help] [Contents] from the
EntraPass menu.

For immediate help, use the Help button, found in all the system window. You may also use the
right-click option; it may either display a shortcut menu or the help file of the active window.

Technical Support

If you cannot find the answer to your question in this manual or in the Help files, we recommend
you contact your system installer. Your installer is familiar with your system configuration and
should be able to answer any of your questions.

Should you need additional information, please call our Customer Assistance Service, Monday to
Friday 8:00 AM to 8:00 PM E.S.T. (GMT -5:00)

Phone +1 (450) 444-2030

Fax +1 (450) 444-2029

US & Canada 1 888 222-1560 (Toll Free Number)
Internet http://www.kantech.com

E-mail kantechsupport@tycoint.com

4 1« EntraPass Manual and Help Using the Reference Manual
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Chapter 2 * Software Installation

Before any installation takes place, make sure that the computers on which the software will be
installed meet the necessary requirements.

For information concerning hardware equipment installed with the software, refer to the
documentation supplied with the hardware devices.

This chapter contains information related to the EntraPass software. You will find:
D System requirements
D Software installation and upgrading

Depending on the system configuration, there are different system hardware requirements for the
installation of the EntraPass software.



GLOBAL EDITION
ENTRAPASS" Reference Manual

—Q—

System Requirements

Make sure that the computer on which you are installing the software meets the following
requirements:

Windows 98 (Second edition)/NT/2000/XP operating systems
Pentium III processor at 800 MHz (minimum)

256 MB RAM minimum

4 GB HDD minimum free space

Color depth, 24-bit (16 million colors)

4 MB Graphic adapter card

CD-ROM drive

Network Interface card - 100 Base T network adaptor

Mouse and keyboard

Video applications

D Pentium 3 with 256 M RAM recommended (minim supported 128 M)
D Windows 98, ME, 2000, NT, version 4, and Server 2003

D Microsoft XP Home and Professional

D Video card with at least 4M of RAM

D Monitor with a resolution of at least 800 x 600

Workstation and Gateway with NCC Applications
D Windows 98 Operating System ONLY (DOS is required for NCC program and is not available
with NT or 2000)
Pentium III processor at 450 MHz (minimum)
64 MB RAM (128 MB recommended)
2 GB HDD minimum
17 inch screen (1024 x 768 minimal resolution)
4 MB Graphic adapter card
10/100 MBPS Ethernet TCP/IP Network card
Mouse and keypad

NCC ONLY Application

D DOS Version 6.22 or higher Operating System (DOS is required for the NCC program and is
not in Windows)

Pentium III processor at 450 MHz (minimum)
64 MB RAM (128 MB recommended)
2 GB HDD minimum

8 2 « System Requirements Video applications
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D Requires EMS memory
» Keyboard

Additional Requirements

For some applications, you can use the following devices:

A video capture card—to capture user images for card identification

A sound card—to use warning sounds when an alarm is reported

A badge printer— to print badges (Badging)

A signature capture device— to capture signatures (Badging)

A log printer—(dot-matrix or laser) to print events (messages and alarms)
A Report printer—(laser) to print reports

2 « System Requirements Additional Requirements
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Installation Kit

&

The EntraPass installation package contains EntraPass software CD as well as the Reference
Manual. It also contains a CBLK-10 kit including 100-foot cable, 2 connectors from KT-200/KT-
300 and a DB9 to DB25 adaptor.

Your installation CD allows you to install the basic components of your EntraPass:

D 1 Server and 1 Workstation (for configuration purposes)

D 4 additional workstations

D 1 NCC Windows Gateway

» SmartLink

The installation CD also contains system advanced options. They require an additional license:
D 8 additional workstations (up to 128+1)

D 128 Gateways (NCC 8000, NCC Windows, and Corporate Gateways)

» Redundant Server & Mirror Database option

D Oracle/MS-SQL HR Interface option

NOTE: Additional options can only be installed after the Server has been registered. They
require an additional license.

2 ¢+ Installation Kit Additional Requirements



Reference Manual

GLOBAL EDITION
ENTRKAPASST

Installation Steps

It is easy to install EntraPass. An installation assistant guides you through the steps. All you need
to do is to enter the System Installation Code (located on the software CD) and follow the
instructions displayed on the screen.

Installing EntraPass Software

2

The system is up and running in only three stages! Installers need to:

1 Install the software using the System Installation Code located in the CD pocket.

2 Register the system using the Registration Confirmation Code provided by Kantech Customer
Assistance.

3 Install the first components that are part of the installation kit (5 workstations and 1 gateway;
the first workstation is automatically installed during the installation of the EntraPass Server).

NOTE: The software is fully functional even before it is registered. However, an unregistered
system is restricted to ten cards. Moreover, there is an automatic logout after 1 hour of idle
time, that is, when there is no action on the keyboard. After an automatic logout, operators

need to enter a 20-character password; it is displayed in the lower part of the screen.

NOTE: During installation of the EntraPass Global Server, you are given the option of installing
the NCC 8000 and SmartLink. This will install all components on the same computer.

Adding Optional Components/Features

This stage is executed in four steps. Installers need to:

1 Add components or options from the Registration window:
D Server > Connection list > Registration icon or
D Workstation > Options > Registration icon

2 Call Kantech to obtain or register the component/option Option Code (located on the Option
Certificate) and get the Registration Confirmation Code.

3 Enter the Registration Confirmation Code in the Registration window and activate the option.

4  Install the component or option using the Installation Code (if applicable). The Installation
Code is generated by the system,; it is displayed in the Registration window.

NOTE: You need to establish communication between the EntraPass Server and the computer
where the new component/option is installed (if applicable). You need to perform this step
only when the component/option is installed on a computer different from the EntraPass
Workstation.

2 « Installation Steps Installing EntraPass Software 11
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Installing the System

1 Insert the software CD into the CD-ROM drive. The installation program should start
automatically if your computer is configured to autorun. If the installation program does not
start automatically, click Start > Run, then enter d:\Setup.exe (where d: is the CD-ROM drive)
in the displayed field. The system displays the installation setup window:

Select Language

§ Software currently installed

Software

I Wersion I Folder name Installed

Syztem zetup
Installs Server, database
and first workstation

=

Install Additional
‘wWorkstation

i feii= & Uhlnstal] &= Close

©

Install System Options System EntraPass Corporate Edition
CD Version 3.11.06 2003-05-28
2 Click the Select Language menu option to change the installation language, if necessary.
3

Select the System Setup icon on the left. The system prompts you for the System Installation
Code.

| | | |
o f I X Cancel |

4  Enter the System code located in the CD pocket. Make sure to enter the correct digits. The OK

button is only enabled if the installation code is correct.

2 « Installing the System Adding Optional Components/Features
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5 Click OK. The system prompts you to select the installation language. English is the default

language.
Select the language for this installation from
e | the choices below.

English [United States M
Ok I Cancel

NOTE: The system language depends on the language you select when installing the software.
For example, if you select “French”, the system default language at start up.

6 Make the appropriate choice, then click OK to continue. The system displays the Setup
window indicating the installation progress. Once completed, the system displays the software
End-user license agreement:

End-uszer license agreement

| END-USER LICENSE AGREEMENT =
FOR Kantech Software Provided “With or Without Products or Components

IMPORTAMT - READ CAREFULLY: Kantech Software purchased with or without Products and Components iz copyrighted
and iz purchased under the following license terms:

Thiz End-User Licenze Agreement ["EUILA" iz a legal agreement between You [the company, individual or entity who
acquired the Software and any related Hardware] and Kantech Systems Inc. ["Kantech'), the manufacturer of the integrated
zecurty systems and the developer of the software and any related products or components ["HARDWARE"] which You
acquired.

If the K.antech software product ["SOFTWARE PRODUCT" or "SOFTWARE"] iz intended to be accompanied by
H&RDWARE, and iz NOT accompanied by new HARDWARE, ou may not use, copy of install the SOFTWARE
FRODUCT. The SOFTWARE PRODUCT includes computer software, and may include associated media, printed materials,
and "online' or electronic documentation.

Any zoftware provided along with the SOFTWARE PRODUCT that iz associated with a separate end-uzer license agreement
iz licenzed to Y'ou under the terms of that license agreement.

By installing, copying, downloading, storing, accessing or othenwize using the SOFTWARE PRODUCT, You agree
unconditionally to be bound by the terms of this ELLA, even if this EULA iz deemed to be a modification of any previous
arangement or contract. |f You do not agree to the terms of this ELILA, Kantech is unwilling to license the SOFTWARE
PRODUCT toYou, and You have no right to use it

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODICT is pratected by copyright laws and international copyright treaties, az well az other intellectual
property laws and treaties. The SOFTWARE PRODUCT iz licensed, not zald. hd

Scroll to bottom

q/ | agres I x | do not agree

2 ¢ Installing the System Adding Optional Components/Features 13
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7 Click | agree if you understand and agree with the conditions described in the end-user license
agreement or click | do not agree to cancel the installation.

@ NOTE: You have to scroll to the end of the window to enable the | agree button.

User Information E

Type your name below. Y'ou must alzo type the name of the
company you work for.

Mame: I

LCompary: I

< Back I dEwt I Cancel

8 Follow the instructions displayed on-screen.

9  Enter the user name, the company name and click Next to continue. The system prompts you
to confirm the registration information. Click Yes to confirm the displayed information and to
continue the installation; or click No to return to the previous window.

10 Click Next to accept the default installation folder or click Browse to select a different
installation path. Once you have clicked Next, the system displays the default program folder.

Select a folder E

Setup will add program icons ta the Program Folder listed below.
“Y'ou may type & new folder name, or select one from the existing
Folders list. Click Mest to continue.

PFrogram Folders:

3COM MICUTILITIES -
Acocessones

ACCPAC

Adobe Acrobat 4.0

Dell dccessonies

14 2 + Installing the System Adding Optional Components/Features
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11 Click Next to accept the default program folder or click Back to modify it. Once you have
clicked Next, the system starts the installation and displays the installation setup window. At
some point during the installation, you will be prompted to enter the system and database
primary and secondary languages.

Installation setup

m System and database language

Select primary language

Select gecondary language I Mone - l

o OK

12 Select between English, French, German or Spanish as your primary working language, then
select a second language if needed. These selections will allow users to personalize their work
environment to one of the two language selections. Click OK to continue. Next, you will be
prompted to install a gateway.

Question B

@ Do you want ta install a Global Gateway 7

13 To install a gateway, on the same computer during Server installation, click Yes and choose
the default options.

14 You will be prompted to install a SmartLink.

Question B

@ Do you want to install a SmartLink?

15 To install a SmartLink, on the same computer during Server installation, click Yes and choose
the default options.

NOTE: During installation of EntraPass, the program will check for the current version of
DirectX for use with the Video feature. If the version installed on your workstation is lower
than 8.0, the following message will be displayed.

2 ¢ Installing the System Adding Optional Components/Features 15
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16 Click Close to close this window and to continue the installation.

NOTE: Note that clicking Close will not prevent the installation from completing.

(3 Diectvesioninsated 17)
L Wickea tecpates Ditgc varson 8 of bughet lor best iegul

Class

NOTE: To prevent system hanging or any undesirable behavior from EntraPass, complete your
installation, then visit the Microsoft DirectX home page at http://www.microsoft.com/windows/
directx/default.aspx to download the latest DirectX multimedia components designed for your
operating system. Once DirectX is successfully downloaded, follow the onscreen prompts to
upgrade.

17 Next, you will be prompted to choose your final options.

Setup Complete

Setup has finished copying files to pour computer.

Biefore you can use the program, vou must restart Windows or
your computer.

% ez, | want to restart my computer now.

 No, | will restart my cormputer later.

Femaove any disks fram their drives, and then click Finish to
complete setup.

< Back I Finizh I

»  Check the Launch Server automatically with Windows option if you want the application to
start automatically when Windows starts up.

D Check the Install Automatic Server Updater option to allow the server to automatically
update all EntraPass software components over your global network whenever software
updates become available.

NOTE: When installing the Server on Windows NT/XP/2000 the Install Server in Windows Service
option is displayed. Select this option for the application to automatically started up with
Windows NT/XP/2000.

18 You may click the View button to view the latest information about the software, then click
Next.

2 « Installing the System Adding Optional Components/Features
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19 The system prompts you to restart the computer. Click Finish to complete the installation.

@ NOTE: You must restart the computer after the installation.

2 ¢ Installing the System Adding Optional Components/Features
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Registering the System

It is recommended to register the system as soon as possible so that users can install additional
options and use the access system with no restrictions. In fact, though the system is functional
even before the system registration, it is limited to only 10 cards. Moreover, when the system is
not yet registered, operators are logged out after one hour of idle time; then they have to enter the
randomly-generated 20-character password each time they are logged out.

To register the system:

1 Click the Server icon on the computer desktop. You may also start the EntraPass Server from
the Windows Start menu (Start > EntraPass Global Edition > Server).

=% EntraPass Global Edition - Server

18

2 « Registering the System Adding Optional Components/Features
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2 Click Login / Logout button. The Operator Login window appears.

I_";Dperator login ﬂ
([ N R T
L O BIAE B T | O

Uszer name Ikantech

Passward I

o 0K I

x Cancel | ? Help |

|Enter wour password and press [enter]

3 Enter Kantech in the User name field (not case sensitive). Enter the temporary 20-character

password displayed at the bottom of the Operator login window. The Workstation registration
window appears.

#g Workstation registration =

D373 7HEC 8478 AABA 14738

Temporary password in se - Click here to register |

System Serial Number

System Components - Features Options Serial Number Installation date =+ |

& System option
& Additional Corporate Gateways

D373-788C-84F0-00460  09112/2003 12054
3BEC-T415FA34 6614 03M12/200312:26:2

~Optional or Additional System Components——

Additional Window Global Gateway

& Additional Warkstations

@ Addiional Global Giateways S34E-DIDFEFESA2D0  09M12/2003 12271
E @ Addiional Window Global Giateway DF44E38DOGAAESE  03M12/2003 12:28.5—
tional Corporate Giateway
‘dditional Global Giateway @ Addiional Warkstations COBD-0386-2835.9040  09/12/2003 12305

dditional Waorkstations

Minar datahase and Redundancy Server
Oracle/MS-SOL Interface

Smartlink

B030-5C30-2FED-3158  09112/20031231 3L|

| Components Installation Cods First time connected il
@ (2 Addtionsl wWorkstations 79380751 238-B3BF
@ [3) Addtionsl wWorkstations  2E BE-B435-0782-CE 98
@ [4) Addtionsl Workstations  5964-EFBA-BCIRFET
@ 5] Addtionsl Workstations  BOD2-EMB-03BBA504
@ Addtional Gloksl Gatewsys  DAEC-3E 3032 -6CRE

& Swmetlink SE 20059 0ARENT7
@ (1] Addltinsl Comorsts G 130E-F2Z3402051 7BA
Click here to install component @ (2 Additionsl Comporate Ga..  35D0-B246-B89C-4652 =
7 hctivate Cese | et | Evpress cop |
| Close | ? Help |

2 + Registering the System Adding Optional Components/Features 19
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2

4  Click the Temporary password in use (...) yellow button to register the system. The System
Registration window appears.

System Serial Number [p4E1  [FE9E  [oFOF  [o2c1  [4EBA

Phone: +1 [450) 444-2030

Toll free: 1-888-222-1560 [US & Canada) x Cancel
Faw: +1 (450) 444-2023

E-mail: kantechsupportE@itycoint. com

Flease contact Kantech Systems to register your system

Registration Confirmation Code || I I I

5 Enter the Registration Confirmation Code provided by Kantech, then click OK. The OK button
is only enabled when you have entered the correct information.

NOTE: If you exit the Server main window without registering the system, the Change Master
Password window is displayed. It is no longer displayed when the system has been
registered.

2 » Registering the System Adding Optional Components/Features
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Installing Additional Workstations and Gateways

Once the Server has been registered, you may install additional workstations and options. Before
you install system components, make sure that the designated computer meets the minimum
requirements.

You do not need to call Kantech Customer Assistance to install the first two workstations and the
Gateway. These are part of the installation package.

To install the first workstations and gateway:

1 Insert the software CD into the CD-ROM drive of the computer where you want to install the
workstation or gateway. The Setup window appears.

Select Language

y Software currently installed

Software I Wersion I Faolder name Inztalled

Spstem setup
Installs Server, database
and first workstation

=

Install &dditional
“Wworkstation

anlate *= Wrilkretall &= Close
Install System Options System EntraPass Corporate Edition
CD Version 3.11.06 2003-05-28

2 ¢+ Installing Additional Workstations and Gateways Adding Optional Components/Features 21
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From the Setup window, select the Install System Options icon. The Install System Option
window appears.

Install System Option

=
r‘

)

) cmscscer

e %

o

%K

Install Gateway

(=

Install MS-SQL{Oracle Interface

Install SmartLink

Install Mirroir Database and Redundancy Server
BC| Install Vocabulary Editor

Install SmartLink Network Interface

Exit

3

From the Install System Option window, select the Install Gateway icon (or any other system
option you want to install). The system prompts you for the installation code.

Enter installation code

o f I X Cancel |

4

Enter the Installation code (it is displayed in the System registration window). The OK button
is enabled only when a correct code has been entered.

2 ¢ Installing Additional Workstations and Gateways Adding Optional Components/Features
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Adding Advanced Options

2

&

1 In the Server main window (or Workstation option window), click the Registration icon. The
Workstation registration window appears.

System Serial Number [F07  |3acD  fssic  [saAF [7163

System Components - Features Optionz Serial Mumber Installation date

& System option FFD7-33C0-BI1C-E34F 2003410423 11:14:02 Al

—Optional or Additional System Components

141!

; |

Additional Global Gatewa
Additional ‘waorkstations
Mirror databaze and Redundancy Server
Oracle/MS-SOL Interface

Smartlink. I Components Installation Code First time connected

& (2) Additional Workstations  CDD8-D34B-3C18-A054
& (3) Additional Workstations  5B56-4884-85EC-2F44
& (4) Additional Workstations  3ADC-D185-85C7-380E
& (5) Additional Workstations  1D2C-75C4-073F-CIBF
@ Additional Global Gateways 1047-441C-EBBE-3D72
& SmartLink T9E0-DO9E-BTEE-4106

Click here to install component

.:::. Activate .:::. Edit | @ Frint | % Express setup |

i'L Lloze | ? Help |

NOTE: The EntraPass Server is supplied with five workstations and one Global Gateway. One
workstation is automatically installed when the Server is installed. It is used for configuration
purposes. It does not appear in the lower pane because it is automatically installed and
registered. Use the installation CD and the Installation Codes to install the four additional

workstations. Make sure that the computer on which they are installed meets the minimum
requirements.

2 Click the Print button to print the Installation Codes, so that you can take the codes where you

are installing the workstations or the gateway. To avoid errors, do not copy the codes on a
piece of paper.

NOTE: When you install an advanced option (for example an additional gateway), you can

configure its sites using the Express Setup utility. For details about using the Express Setup
utility, see Chapter

2 + Adding Advanced Options Adding Optional Components/Features 23
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3 From the Workstation registration window, select the component you want to install. Then
select the Click here to install component button (left pane). The Component Registration
(Name of component) window appears.

?"i Component registration [Additional Work stations)

System Serial Number [Fcaz ~ [napa [coat [BA%6  [ases
Option Serial Number I I I I
Flease contact Kantech Systems ta register your system X Carcel |

FPhone: +1 (4500 444-2030

Tall free: 1-888-222-1560 (LIS & Canada)
Faoe +1 (4507 444-2029

E-mail: kantachsupponiEtycoint.com

Registration Confirmation Code I I I I

4  Enter the Option Serial Number (located on the Option Certificate) then call Kantech Customer
Assistance (phone numbers are displayed on-screen) to get the Registration Confirmation
Code.

5 Enter the Registration Confirmation Code, then click OK. The OK button is only enabled when
the correct Registration Confirmation Code has been entered.

NOTE: When you have entered the correct Registration Confirmation Code, the system
generates an Installation Code. Blue flags identify components that have been created, but
not yet activated. Green flags indicate components that have been activated.

24 2 « Adding Advanced Options Adding Optional Components/Features
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Editing System components

EntraPass enable users to assign custom names to workstation for easy identification in system
events. You can also modify components names in their definition menu (Devices > Workstation).
To assign a descriptive name to a workstation:

1 From the Registration window, select a workstation name, then click the Edit button. The Edit
a component window appears.

fgedicacomponent K
Drescription &l
|[4] Additional ‘Work stations x Cancel |

|4) Additianal Workstatians

[ workstation locked
| Locked for authentication

| Use specific pazsword for authentication

Authentication password

‘work gtation type
IWorkstation

2 Enter a descriptive name for the selected workstation in the Description fields. It is
recommended to enter two names, one in the primary language and the second in the
secondary language if EntraPass is run in two languages.

3 Check one or more appropriate option(s):

D Workstation locked: check this option if this workstation is only used for receiving system
events.

D Locked for authentication: check this option if you want this workstation not to send its
authentication data to the server.

D Use specific password for authentication: check this option if you want to assign a specific
password to this workstation. If you select this option, enter the password in the
Authentication password field.

@ NOTE: The workstation type field displays the type of the selected workstation. For instance, it
will display “Corporate Gateway” if the selected workstation is a Corporate gateway. This
identification is also displayed in the Workstation definition window: Devices > Defining a
workstation.
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Establishing Communication with the Server

2

After a workstation has been installed, you have to establish communication with the Server. The
following steps will assist you in configuring and establishing the first communication between
the workstation and the Server using the proper protocol.

NOTE: Before you proceed, make sure that the Server is online. If it is not, launch it.

To establish communication with the Server:

1 From the Windows Start menu, click on Start > Programs > EntraPass Global Edition >
Workstation application (x) > Register to Server utility. You may also start the workstation; the
system automatically launches the registration program when a workstation attempts to
connect to the Server before it is registered.

?"E EntraPass Global Edition - Server Registration

Gateway
—Connection p
h
—Protocal Q/
7 MetBELI xcance|
(« TCPAP
" Local ? L&y

o About
FTCPAP addess—————— g A00U

lﬁ $“ SEar

G% Select installed

frhskl

1 Provide local TCPAR address —

—Authentication password

NOTE: The Registration window also appears when you launch a workstation before the
Server is online. When this happens, simply start the Server.

2 Click to select the communication protocol that is used between the Server and the
Workstation.
D NetBEUI: The NetBEUI protocol (NetBIOS Enhanced User Interface) uses the computer
name to communicate with devices. Enter the name of the computer where the EntraPass
Server software is installed (case sensitive). The name of the current computer is

displayed in the status bar. You may use the Scan - button to browse and to

display existing computer names.

» TCP/IP: Enter the TCP/IP address of the computer where the EntraPass Server program is
installed. The EntraPass Server TCP/IP address appears in the Server status bar.
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D Local: Enter Local when registering a component on the same computer as the EntraPass
Server software is installed. This option will take the address from the Server software.

3 Check the Provide local TCP/IP address button if the workstation connects to the EntraPass
server using a VPN (Virtual Private Network) connection. Type the IP address used by the
VPN application. This address is provided by the VPN application and is usually accessible by
clicking on the minimized VPN icon found in the system tray.

4  You may enter a Authentication Password if you want operators to use a specific password
when they register workstations to the Server. If you do not specify a registration password,
the master password (lower case, case sensitive) will be used as the default Authentication
Password.
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Installing an Internal NCC

Under Windows 95 and Window 98, the NCC and the Gateway can be installed on the same
computer. If this is the case, add the following lines in the Config.sys file.

To edit the Config.sys file:

1 From the Windows Start menu, select Run.

2 In the Run dialog box, enter: Sysedit.

3 From the displayed files, select CONFIG.SYS and enter the following lines:

dos = high,umb

break = off

device = c:\\WINDOWS\himem.sys

device = c:\WINDOWS\emm386.exe ram 592
files = 20

buffers = 20

4  Reboot the computer.
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Installing an External NCC

2

If the NCC is installed on a separate computer (not with the gateway), perform the fol-

lowing steps:

1 Use a different computer to perform these steps. First, make sure DOS version 6.22 or higher
is installed on the computer that will be used as the NCC.

2 Connect a RS-232 cable—using proper adaptors—to the COM port where the gateway is
installed and to the COM1 port where the NCC program will be installed.

NOTE: TheCOM1 serial port of the NCC computer is used to communicate with the gateway
software interface, NO OTHER COM PORT SHOULD BE USED; OTHERWISE
COMMUNICATION WILL NOT WORK. Furthermore, if the “COM1” port is defective, you must
change the computer.

3 Create a boot diskette (under Windows 98). To create a boot diskette: Insert a formatted
diskette in A:\. From the Windows Desktop, double-click My Computer icon. From My
Computer window, right-click button, then select Format from the short-cut
menu. From the Format window, under Other Options, check Copy system files, then click the
Start button.

4 Once the diskette is formatted and system files are copied, you must “Explore” the CD (go in

Explorer) and copy (see note below) all the files located in the NCC directory of the CD to the
bootable diskette,

NOTE: Do not forget to remove the “Read Only” attribute on all the files. From the diskette,
press CTRL + A to select all the files, then right-click and select “properties”. Remove the
check mark from the “read-only” field.

5 On certain installations it may be necessary to load the following drivers. To do so, you have
to add the following two lines to the config.sys file:

» DEVICE = C:\DOS\HIMEM.SYS
» DEVICE = C:\DOS\EMM386.exe

NOTE: HIMEM.SYSand EMM386.EXE are memory management drivers used to free
conventional memory—first 640K of memory on a computer. These drivers free up as much
conventional memory as they can and allow the NCC software to use this free conventional
memory to run properly. It may be necessary to load these drivers because not using them
may result in NCC malfunctioning. For example, this would cause the NCC to not respond
properly or even stop responding when certain requests are made, like activate/deactivate a
relay. Loading these drivers frees the conventional memory needed for running the NCC
program. Even thought this particular problem does not appear on all installations, it is
necessary to add these lines to prevent any problem.

6 Remove the diskette from the computer. Shutdown the computer where the NCC program will
be installed, insert the bootable diskette into the NCC floppy drive and power-up the
computer. The installation will be carried out automatically. When the installation is complete,
9 beeps will be heard.
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Remove the diskette, shut down the computer and reboot it.

The NCC will list the serial devices found on the PC, on-board COM ports and KLEXP-08
COM port expansion board, and start scrolling through the different baud rates in search of the
gateway.
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Configuring an External NCC

To configure the external NCC so it can communicate with the gateway, follow these steps:
1 Start a workstation or the Workstation Configuration Program.

In the Device tab, select the Gateway Definition menu.

From the list, select the gateway that will be used with the NCC.

In the NCC connection field, select “RS-232".

In the RS-232 Gateway configuration field, select which “serial port” is used on the gateway’s
computer to communicate with the NCC and select the “baud rate” used between the gateway
and the NCC.

6 Click on Save.

(S I~ FUIN N )
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Updating the System

(& (&

When you update your software, the system automatically detects the components that are
installed and updates them.

It is highly recommended to update your system when the system is at its minimum use (Friday
night, for example) since the update may take a few hours—depending on the size of the system.

Before you update your software:

1

4

Perform a complete backup of your system database. For more information on how to perform
a backup, see “The EntraPass Server” on page 399.

If you have a Redundant Server & Mirror Database option installed, you MUST shutdown the
Redundant Server FIRST.

Shutdown the EntraPass Server and all other EntraPass applications. No applications should be
running when you perform a system update.

Update the EntraPass Server FIRST.

NOTE: Once the upgrade is complete, DO NOT START THE SERVER YET.

5

Update the Redundant Server & Mirror Database application.

NOTE: Once the update is complete, DO NOT START THE Redundant Server and Mirror
Database yet.

6

10

Verify the system database (see “The EntraPass Server” on page 399) to make sure that no
errors are detected.

Once you have verified the database and no errors are present, start the EntraPass Server.
Once the Server is up-and-running, start the Redundant Server & Mirror Database. It is
essential to start the Server before starting the Redundant Server and the mirror database.
When the EntraPass Server and Redundant Server are operational, update all other EntraPass
applications (i.e. gateway, workstation, SmartLink, etc.). Once the update process is finished,
you may start the workstation.

Once all applications have been updated, we strongly recommend that you reload the
gateways to ensure that all data will be refreshed and sent to controllers (Operations >
Gateway reload).

You may also use the “View connected workstations” menu item to verify the status of all the
system gateways and workstations. For details, see “The EntraPass Server” on page 399.

2 « Updating the System Adding Optional Components/Features



Reference Manual

Chapter 3 »

%
5

GLOBAL EDITION
ENTRKAPASST

Getting Started

This chapter introduces operators to the EntraPass system graphical user interface and basic
function.

To start an EntraPass session, you have to launch the EntraPass Server, the gateway and the
Entrapass Workstation.

The server is a dedicated computer on a network that manages the access control system database.
It is used to receive and dispatch information from the gateways. Gateways receive information
from sites and transmit it to the server.

EntraPass Workstations enable operators to access and program the system database and
components.

NOTE: In the EntraPass Global and Corporate Edition, the Redundant Server & Mirror
Database option may be enabled to monitor the activity of the Primary Server and to serve as
an alternative if the Primary Server fails.

The software allows operators to start the gateway and the workstation at the same time by
clicking on the Gateway-Workstation icon located on the desktop.

NOTE: All authorized system operators must have a unique and confidential login name and
password that should be assigned by the system installer/administrator. It is very important to
restrict access to the EntraPass workstations to authorized personnel only.
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Starting and Ending a Session

&

From the Windows Start menu, click Start > Programs > EntraPass Global > Server / Workstation >
(EntraPass application), where the EntraPass application may be a Workstation only application, a
Gateway application, or any system stand-alone utility. You may also start the program from the
EntraPass shortcut icon on your desktop.

On startup, the application attempts communication with the Server. The display language depends
on the settings of the previously logged operator. English is the software default language.

NOTE: You have to start the EntraPass server first. If you start a workstation before starting
the server, you are prompted to register your workstation to the server even when the
workstation has already been registered. If your workstation has been registered, you just
have to start the server.

Starting the Primary Server

The EntraPass Server is used for:

» Displaying all the workstations connected to the server, the system event log and system error
log
Registering new connections (workstation, gateway, client applications, etc.)
Performing backups (Data, Archives, Time and Attendance databases)

)
J
D Restoring data (data, archive, Time and Attendance databases)
D Verifying database integrity

J

Changing the database language

To start the Primary Server:

1 Start the Server (from Windows Start menu or from the desktop). The Server startup window
displays a progress bar as well as the information related to the server startup process.

"R "R
BAL EDITION Server

Wersion 312
Copyright © 15993, 2003 - Kantech Systems

Loading objects definition
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2 From the EntraPass Server window, select the Login/logout button to login.

lobal Edition - Server

1 Backup Utlity Options Help

Connection | Backupl Utility I Dptionsl

Connection  System log  Spstem ermor ‘Workstation

list log regizstration

1:05 AM [Installer Io | IS 0| cffice server 015057 [

@ NOTE: To allow an operator to login to the server, select the option “Allow login on server”,
during the “Operator security level” definition (System > Security Level). For more information,
see “Security Level Definition” on page 312.

3 Enter the login information in the Operator login dialog box. The default User name is
kantech. It is not case sensitive. The default Password is kantech, in lower case; it is case

sensitive.

== Dperator login A
BT
EDITION

Uszer name Ikantech

Passward I

o 0K I X Cancel | ? Help |

|Enter wour password and press [enter]

@ NOTE: The system keeps the last five usernames, allowing operators to select their username
from the drop-down list. To delete a username from the list, simply select it, then press Delete
on the keyboard.
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4  Once you have entered the correct login information, the EntraPass Server main window
appears. Select the desired tab or the corresponding menu item to perform an operation or to
display system information.

=% EntraPass Global Edition - Server M=
Log Connection Backup Uity Options  Help

Cannestion | Backup | Utity | Options |

B & =
e E =
Connection  Spstemlog  Spstem ermor Workstation

logout
list log tegistration

B ) (20030905 11:05 AM [Installer | 1 | |5 2 1 [ cffice server 015097 [ =

NOTE: The status bar indicates the communication status: Green: Communication is OK, Red:
Communication problems.

5 Point the cursor to the status flag (colored rectangle) to enable a hint describing the displayed
information: the first two colored rectangles indicate the server database open state and the
database locked state.

D Ifthe first status flag is red, this indicates that the system database is not open. This could
be due to a backup or a database verification in progress.

D If the second status flag is red, this indicates that the database is unavailable. This
happens when the server is processing data or updating the database.

Starting the Gateway Program

The gateway program may be installed on the same computer as the server or workstation, but it is
recommended to install it on a dedicated computer.

36 3 « Starting and Ending a Session Starting the Gateway Program



Reference Manual

3 « Starting and Ending a Session Starting the Gateway Program

GLOBAL EDITION
ENTRKAPASST

To start the gateway:

1 Start the Gateway (from Windows Start menu or from the desktop). You do not need to enter a
password or a username. The EntraPass Global window appears.

E” EntraPass Global Edition - Gateway
Spstem  Gateway Help

[ [ x]

Configuration data received from server

HINTE

[rata requested by work station
[
Meszages sent to server

Server connection

Bz00z0905 11zeaM | [o Jois0s7

2 You may right click anywhere in the Gateway program window to display a submenu:
» Minimize minimizes the Gateway window
D Send to tray sends the window to the status (tray) bar
3 Pay attention to the progress bars; they indicate:
» Configuration data received from the server: this indicates configuration data such as card
modifications are being sent to the gateway from the server.
Data requested by workstation: this is requested data such as a status request.
Messages sent to server: these messages originating from a controller are sent to the
server.
4 You may right click anywhere in the Gateway program window to display a submenu:
D Minimize minimizes the Gateway window
» Send to tray sends the window to the status (tray) bar
5 You may select the System menu item to login, to logout, or to perform a gateway reload.

NOTE: On rare occasions, you may use the System menu items to reload the gateway. This
option is used to refresh all or some parameters of the network. You have to login in order to
perform the reload operation.

6  You may select the Gateway menu item if you want to choose a gateway. The number of
gateways that are communicating with the server is displayed on status bar in the gateway
main window.

NOTE: The status bar displays the communication status flags. The first status flag indicates
the status of the communication with the server. If the first status flag is red, this indicates
that the server is not communicating with the gateway. This can occur when the server is
offline (you may then start the server). The status bar also indicates the system date and time,
the number of gateways and the server IP address.
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Starting the EntraPass Workstation

2

EntraPass workstations enable operators to access and program the system database and
components.

Make sure that the server is online when you start the workstation software.

On startup, the application attempts communication with the Server. The display language depends
on the settings of the previously logged operator. English is the software default language.

NOTE: You have to start the EntraPass server first. If you start a workstation before starting
the server, you are prompted to register your workstation to the server even when the
workstation has already been registered. If your workstation has been registered, you just
have to start the server.

To log on a Workstation:
1 Start EntraPass workstation (form Windows Start menu or from the desktop).

S "R
EDITION Server

Wersion 312
Copyright © 15993, 2003 - Kantech Systems

Loading objects definition

| | z

Ex
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2 Click the Login/logout button on the toolbar.

; EntraPass Corporate Workstation

NOTE: When the server is off-line, the first status flag (colored rectangles of the status bar)
turns red; the Login/logout button is disabled. If this happens, launch the server; the
workstation will resume its operation.
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3 Enter you Operator User name and Password. The password is case sensitive.

== Dperator login A
W QB N
AL B T | G

Uszer name Ikantech

Passward I

o 0K I X Cancel | ? Help |

|Enter wour password and press [enter]

{% NOTE: If you cannot log on properly, check if the Caps Lock key is activated. When proper
login data have been entered, the system menu, toolbar and status bar are enabled.

NOTE: Operators are not allowed to login on more than one workstation at a time. However,
an operator may login on a server and a workstation at the same time.

B EntraPass Corporate Workstation M=
Log Status Operalion Users Definfion Groups Devices System Repart Options Mindow Help
Desktops | Status | Dperation | Users | Defintion | Gioups | Devises | System | Report| ptions |

Lagin / 5 5 g 5 5 5 @ 5
Togout Desktop1 Deskiop2 Desktop3 Desktop4 Desktop5 Desktop5 Deskiop7 Deskiop 8

B0 2001018 146 PM |KANTECH I o | IEZ2 | I M/1s00048 v

To access information on the workstation connection status:

1 Click any tab to access the system toolbar or select a menu item to access the system menu. In
the lower part of the window, color-coded flags indicate the communication status: Green,
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communication is OK; Red: communication problems; Blue: a report is pending. You may
point the cursor to a rectangle or any number to display details.

2 Move the cursor over the colored rectangles to show details about the network status, the
network database status and the workstation report status.

3 Move the cursor over the displayed numeric values to show details. It will indicate, in order,
the system date and time, the operator’s name, items in the Alarms desktop, alarms to be
acknowledged, etc.

4  Double-click (or single click, depending on your system settings) any number in the status bar
to display the Status information window.

B Status information ]

r—Metwork infarmatior

Metwork state Communication OF.
Server name 150.0.0.46

Server type Frimary zerver
Metwork database state Metwork OF.

Desktop informatior

# Log(z] in meszage screen 280

# Log(z] in filkered meszages screen 1]

# Log(z] in alarms screen 1] 1]
# Log(z] in network. alam screen 1]

Fiepart infarmatior
’V Fieport state Mo report in process

|200110/1810:18 &M [KANTECH

NOTE: It is recommended to use the Login/logout button when you exit EntraPass programs.
This ensures that the system databases are shutdown properly.

To modify your desktop properties:
1 Right click anywhere in the main window to display the Properties window. It allows you to
customize the window buttons as well as the background color.

__i_ Properties E

Toolbar buttons———— | [~ Miscellaneou
¥ Display menu
¥ Display taclbar

" Small buttans

Background color

I [[] BtrFace j

= Large buttons withaut images A Change spstem font |

W OF I X Cancel | W Clear |

2 To modify the size of the toolbar buttons, select one of the following:
D Small buttons: small buttons are displayed below menu items

* Large buttons with images
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Large buttons with images: components icons are displayed on large buttons
Large buttons without images: no icons are displayed

In the Miscellaneous section, make the appropriate choice:

Display menu: only the menu bar appears. No icons are displayed. Right-click the work
area to modify the properties.

Display toolbar: the menu bar and the toolbar are displayed.

Select a background color for the work space.
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Express Setup

Express Setup allows you to configure system components such as sites and controllers, as well as
devices associated with these components such as doors and inputs. This utility reduces
programming to a minimum, allowing the installer to test the installation and system components.
You may use it to configure a site or to define controllers associated with a site.

When used to configure a site, it allows installers to associate this site to a gateway. It also allows
installers to configure the site rapidly, giving minimum configuration information about the
controllers connected to it.

You may launch Express Setup from Windows Start menu: Start > Programs > EntraPass Global
Edition > Workstation/Server > Express Setup or by clicking the Express Setup icon from a
workstation or gateway toolbar.

NOTE: There are two versions of the Express Setup program Express Setup NCC configures
Global gateways only and Express Setup configures Corporate gateways only.

When used to configure a controller, it allows operators to assign default values to a controller and
to its associated devices (input, relays and output). In this case, it is launched at a system message
box or from a controller definition menu.

NOTE: You have to login to the server when you launch Express Setup. In fact, as the program
allows you to modify the system devices configuration, it is essential to authenticate yourself
before proceeding with any modification.

For details on Express Setup, see “Express Setup Program” on page 452.
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Other System Stand-Alone Utilities

EntraPass includes a number of stand-alone utilities that allow operators to perform a variety of
tasks including verifying the system database or changing the system language. The following is a
list of EntraPass stand-alone utilities:

Database Utility: This program is intended to re-index archived files, update database fields,
verify archived files, verify the database integrity, verify the database index, verify the
database links and verify the database hierarchy. This utility is run while the server is
shutdown.

Express Setup: Program used to configure all the components related to a gateway including
the type of readers used, type of connection, number of sites, number of controllers in a site,
etc.

PING Diagnostic: Program used to diagnose network related problems.

System Report Viewer: Program used by the operator to view reports without having to start a
Workstation.

Vocabulary Editor: Simple and easy program used to translate the software in the language of
your choice.

Workstation (Configuration Program): Program, similar to a standard workstation, used by the
system administrator to configure the system logical and physical components.

Migration Utility: Program used to transfer information relating to software and database for
the upgrade from Special Edition to Corporate Edition or Corporate to Global Edition.

These utilities may be launched from the Windows Start menu of any computer where Entrapass
Server or EntraPass Workstation are installed. For details on EntraPass stand-alone utilities, see
Chapter 16 ‘System Utilities’ on page 435.
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EntraPass Workstation Toolbar

EntraPass windows display most of the following buttons. They are an easier way to access the
system functions. Usually, a “hint” is displayed when you move the cursor over an icon.

You may access the EntraPass toolbar from any Workstation window. Icons vary according to the
window that is open. Most of the icons are similar to icons you are familiar with and that are used
in the computer industry.

Button Description

The New button is used to insert new information in the system
ﬁ database. This may be adding a site, a card, a schedule, a
controller, etc.

The Save button saves all the information you have entered since
the last save. Information is saved directly in the system.

The Save As button allows operators to save all of the information
of an existing component under a new name without affecting the
original component. When using this option while issuing a card,

it allows you to create a new card or save under a new card number
without having to modify the information of the original card.

£ o

The Delete button is used to delete the currently selected record.
EI As a security against accidental deletion, a warning is displayed
prompting you for confirmation.

When a component is erased, all links with other items are erased
as well. However, the records (archives) are kept in the database
after an item is erased.

The Print button: depending on which menu you are working in,
the Print button can be used to print reports, card lists, event
g parameters, etc.

The Parent button allows operators to display their search in a
— hierarchy or to divide searches by gateways, site and controller
(according to the menu). This button becomes useful when the
system database increases in size; you can find a specific item by
selecting its parent items.
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Button

Description

The Link button enables operators to see all instances of an item in
other menus. For more information, see “Viewing Components
Links” on page 53.

The Find button allows operators to find a specific item or
component in the system database by using a specific character
string.

For more information, see “Finding Components” on page 48.

The Express Setup button allows installers and system
administrators to configure system devices by assigning default
settings.

The Close button is used to close a menu or a sub-menu. If you
forget to save your information before closing a menu, the system
displays a window prompting you to confirm the “save” operation
before closing the menu.

The Cancel button is used to cancel all modifications that were
made since the last time a valid save was performed. The system
will prompt you to confirm the operation.

Use the Help button to view the help content on a specific subject.

The OK button is used to save and accept the modifications,
additions or deletions made to a record in the database of the
system.

Sl

The Select all button is used to select all the items or components
displayed in a list.

EEE

The Unselect all button is used to unselect all the items or
components that were previously selected in a list of choices.

46
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Description

In some system windows, operators have access to graphic and
animation buttons. These buttons are particularly useful when you
want to display the status of a component before performing an
operation on that component.

The Enable graphic button is used for example in the Status
menu and in the Operations menu. When enabled, this button
displays the image related to the selected component (i.e.:
door) and displays also the associated components (i.c.:
reader). To display components in real-time, this button must
be used with the Enable animation button.

The Enable animation: when enabled, this button
automatically enables the Enable graphic button. This
activates the current component (i.e.: door) and displays its
status in real-time. For example, if you wish to lock a door
which was previously unlocked, the reader's image (also
visible) will be modified; the green dot will change to red.

Right-click

The Right-click shortcut menus allow operators to enable a
shortcut menu from which they can choose a specific
command depending on the active menu.

3 « EntraPass Workstation Toolbar Starting the EntraPass Workstation
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Basic Functions

Following are the basic system operations:

Find components

Select components

Print lists or reports

View links between components

Finding Components

The Find Components function allows operators to find a specific item or component in the system
database by using a specific character string .

To find a component:

1 From any EntraPass window toolbar, click the Find icon.

—Find component

I3 @& Find |

x Cancel |
? Help |

¥ Display match anly

4

Check the Display match only option if you want to restrict the search result. If you do not
select this option, the search results will be extended to any system component related to the
string you have entered.

To cancel a search in progress, click the Cancel button. The system displays the list of the
components found according to the search string.

Select the component you want to display, then click OK.

To find a card:

[ B R

From the Card window, select the Binocular icon.

Enter a keyword to start the search (For example, the cardholder’s first name).
Check the Display match only option to restrict the search.

Click the Find button to launch the search.

Click the Details button to display detailed information about the cardholder.
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Using an Extended Selection Box

An extended selection box allows you to view all components of a drop-down list by right-clicking
on the list. This option is available where a drop-down list exists for devices such as workstations,
controllers, and doors. If the option is available, a hint box is displayed when the cursor is placed
over the drop-down list.

Available text filters in the extended selection box:

Contains
Starts with
Ends with
Exact word
Selected

Selecting Components

The Component selection function allows operators to select one or more system components. The
method employed may be context sensitive.

To select a component:

1 From the active window, click the Select Components button _I It opens a secondary
window from which you may select appropriate options.

2 You may need to check options that are displayed or use the Select All button (left) to select all
the displayed options. You may also select Single to view components that are not grouped or
select Group to view the existing groups.

o 0K |
Administration Dffice X Cancel
[ CardGateway
[] Gateway - Buiding ? Help
[[] Gateway - Building 3
[] Mirror Database =
[ Redundancy Server E- Select &l
[ Security Dffice o
] SmartLink g Clearal

] Test
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3 From the displayed list, select the component/group you want to display. You may check the
View sub-components option to display the components associated with the selected
components.

4  Where available, use the Select all button to select all the components, or use the Clear all
button to remove the check marks from the selected components. Click Cancel to return to the
previous window without any selections or changes.

- |

' 0K |
& Single " Group |

I x Cancel |

T1.01.011 01 - 01 - 01 - Secunty Office S |

.01.02) 02 - 01 - 01 - Secuiy Office

01.01.03] 03 - 01 - 01 - Security Office a

01.01.04) 04 - 01 - 07 - Secuity Office —IX sl

01.01.08) 05 - 01 - 01 - Security Office

1.01.06) 06 - 07 - 07 - Security Office —I? Help

0.01.07) 07 - 01 - 01 - Securiy Office

[
[
[
(
[
(
[
(01.01.08] 08 - 01 - 07 - Security Office
(01.01.09) 03 - 01 - 01 - Security Office
[
[
[
(
[
(
[

01.01.100 10 - 01 - 01 - Security Office
01.01.11) 11 - 01 - 01 - Security Office
01.01.12)12 - 01 - 01 - Security Office
01.01.13]113 - 07 - 01 - Security Office
01.01.14] 14 - 01 - 01 - Security Office
01.01.15]15 - 07 - 01 - Security Office
01.01.16] 16 - 01 - 01 - Security Office

5 Another selection method may be used as displayed in the following Controller Status
window. Right click inside the window to display an Extended Selection Box with a complete
listing of components.

¥ Controller status

[ai =l
| K Cancel |
(4] 04 - Security Office 7 Help |

5 Select all |
g Clearal |
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6  Set the required number of columns in the Extended Selection box window to display all

components as required. A Text Filter may be employed to limit the listing.

-‘.-‘3! Extended selection box E

[ 1(04] 04 - Security Office

Text filter ‘ ™ Suppress address ‘ Colurnns 25
Filters type
’V(:' Containg 7 Starts with © Ends with 7 Ewact words  Selected ‘
W OF | X Cancel | ? Help |
[1 o [1 o | | |

7  Click OK to apply selections and return to previous window.

Selecting a Specific Folder

You may need to browse through the network or hard drive to locate a specific folder for backups,
for example.

To select a specific folder:

1 From the active window, click the Select button (it is identified by “...”). It opens a secondary
window from which you may select a specific folder.

2 To change the destination folder, browse the Drives drop-down list (lower part of the
window). You may click the Refresh drive list to make sure that the displayed list is up-to-
date.

3

Once you locate the folder you are searching, click OK to go back to the active window.

Selecting a Specific Site or Gateway
EntraPass offers you the ability to associate a specific component with a specific gateway/site. For
example, you can define a specific holiday for a specific site or gateway.
To select a specific gateway or site:
1

From an active window, click the New icon. The system displays the Select Gateway/Site
window.

Double-click a Site/gateway from the displayed list then click OK.
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3 Assign a meaningful name to the component being defined.
4  Follow the steps to complete the task.

Printing
Operators may need the Print function to:
D Print a list of cards
D  Print event parameters
D Print event-relay association
D Setup a report for printing

To print a list or a report:
1 From any EntraPass window, click the Print icon.

2 Select the components you wish to include in your list. You can use the Select all button (if
available) to include all the displayed components in the list.

3 When you select Print empty fields option (if available), the list will include the titles of the
fields even if they are empty.

4  When you have finished selecting the fields, you can preview your list before you actually
print it. When you preview the list, you can:

D Define the printer setup
D Print a hardcopy of your report or list

» Save the report or list for later use with the Quick Viewer program or load an existing
report. For more information on this program, see “Quick Viewer” on page 462.

5 If you want to modify the settings, close, modify and print your list.
6  You can use the Font button to select a specific font and font size for your list.
7 To select or modify a font selection:

D  Select the font type from the Font menu. A preview of your selection will be displayed in
the Sample box.

» Choose the formatting attribute from the Font Style menu (regular, italic, bold or bold
italic).

D Enter the font size from the Size menu (10 or 11 is a default). The smaller the font, the
more items appear on your list.

8  You can also select a color from the Color menu (black is a default). The changes appear
automatically in the sample box. Click on OK when you are done. Use the Preview button from
the Print window to preview your output before printing.

@ NOTE: If there is no printer configured for the computer, an error message appears.
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Viewing Components Links

&

3 « Basic Functions Viewing Components Links

The View links function allows you to view all instances of an item within other menus. Therefore,
it is possible to see all links an item has with other items.

NOTE: You can use the View links button before you delete a component from the database in
order to see which menus will be affected by the deletion. You can also print the links of a
selected component.

To view component links:

1 From any menu window, select a component and click the Link button. All the components
that are associated with the selected component are displayed.

2 The icons that are located on the left side of the components indicate the component type. For
example, if you select the Always valid schedule (in the Schedule definition menu) and click
the Link button, the system will display a list of all the menus in which this schedule is used.

PFrimary Links [_Links =l T
01.07.02) 02 - 01 - 07 - Securiy Office o 4”1 Dlose
Schedule "
B AccessLevel Night Shift ﬂl
(01.01.01) 01 - 01 - 01 - Security Office . |
Schedule %« Link
B Controllsr [ .0 07 - 01 - Security Dffice
AC Supervision Schedule ? Help |
B Controllsr [ .0 07 - 01 - Security Dffice
. Tamper Switch Supervizion Schedule
% Doors [01.01.017 01 - 01 - 07 - Security Office
Interlock Schedule
I [OLOLOT O] - O - O - Securit Office
Rex Schedule
EZ Event Parameters Accesz - Door unlocked
Dizplay
EZ Event Parameters Access - Second entrance
Dizplay
EZ Event Parameters Access denied - Alarm system armed
Dizplay
EZ Event Parameters Access denied - Area not clear
Dizplay
88 Fuwent Parameters Arrescs denied - Fad arcess level |

NOTE: In the highlighted example, the Always valid schedule is used as the REX (Request to
EXit) schedule in the Door definition menu.You can right-click an item to select a category.
For example, if you right-click and select Access levels, only the access levels in which this
schedule is defined are displayed.
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then click the Link

button again:

B (01.01.01) 01 - 01 - 01 - Security Office

Acocess Lew
Acocess Level
Door Groups
Event Relay

Event Relay

Fge  Graphic
Feport
i Time and Attendance

Adminizstrators
Maintenance
Might Shift
Cirl 1

Access granted

Security Office - Gateway
Index reference

[roor forced open
Security Office - Gateway
Index reference

Office

Access denied

Might Shift

i'L Lloze |
@ Frint |

Reference Manual

To view the links of the selected door with other components of the system, select the door,

4 All system components that are associated with the selected door appear. In this example, the
“door” is used in the Administrator access level--meaning that users granted this access level
are allowed access to the selected door.

5  Click the Print button to print the information displayed on the screen.

3 » Basic Functions Viewing Components Links
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Chapter 4 * Configuring System Devices

&

After the installation of the system hardware and software, you have to configure the access
system devices. These include software components (workstations, gateways, SmartLink,
Redundant Server and Mirror Database) and physical components (controllers, relays, doors, etc.).

NOTE: It is recommended to use the Express Setup utility to save configuration time and to
prevent setup errors. In addition, using Express Setup allows you to test the hardware and
wiring immediately after the installation.

You run the Express Setup utility when you are configuring Gateways, sites or controllers for the

first time. You may run the Express set up utility by clicking its icon in EntraPass windows B
You also may launch the Express Setup utility from the Windows Start menu or from the
Workstation Registration window. You may also launch this utility from a system prompt, when,
for instance, you are adding a controller to your system.

For detailed information about using the Express Setup utility, see “Express Setup Program” on
page 452.
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Configuring EntraPass Workstations

The minimum configuration of an EntraPass software package includes a server, a workstation and
a gateway. The gateway can be integrated with the workstation. The software package comprises a
number of applications including:

D A workstation

D A server,

D One NCC Windows gateway

D and a number of utilities such as the Vocabulary editor, the Express, Database utility, etc.
It is recommended to install the EntraPass server on a dedicated computer for system stability.

Configuring EntraPass Workstations and Client Applications

The Workstation menu allows operators to configure computers where EntraPass is installed. This

includes configuring computers where you have installed: the EntraPass Workstation software, the

Gateways, the Redundant Server and Mirror Database programs, as well as computers where you

have installed the SmartLink Interface, if applicable.

To configure the EntraPass Workstation and client applications, you have to define:

D  General parameters applicable to all computers where EntraPass is installed, including
selecting the graphic.

D  Security parameters (applicable to all the workstations where EntraPass Workstation, the
Gateway as well as client applications are installed).

D Filters (to define which gateways and workstations messages the server will send to the
workstation being configured).

D Message/alarm controls.

Defining General Parameters

The General tab allows you specify the system behavior when the operator is inactive, that is when
there is no action on the keyboard (idle time). This feature provides additional security to prevent
access to the system by an unauthorized person. The default delay is 20 minutes.

This menu allows you also to select a graphic into which the workstation will be displayed. For
details on system graphics, see “Defining Graphics” on page 169.
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To configure an EntraPass Workstation:

1

e e

From the EntraPass main window, select the Devices tab, then click the Workstation icon. The
Workstation main window appears.
__i_ Workstation M= B3

‘whorkstation I@ [1] Additional Workstations j

General | Parametersl Workstationl Gateway and Site | Meszages 1 of 2| Meszages 2 of 2|

Workstation type v Send to trap on idle

English
|(1) Additianal Workstatians

French
|(1) Additianal Workstatians

IWorkstation Dielay [mim:zz) |2D:DD

Drelay [mm:zg] |2D:DD
Time adjustement bazed on Gateway timezone [h] ID ﬂ
Graphic
ﬁIMain Building Interactive Plan ‘...I
i'L Cloze | x Cancel | ? Help |

NOTE: The Workstation drop-down list displays default names assigned by the system. You
can customize these names according to your needs.

2

From the Workstation drop-down list, select the workstation application you want to
configure. The Workstation drop-down list displays all Workstation and gateway applications
that have been installed and registered. The Workstation type drop-down list displays the type
of the selected item. It may display Workstation, Gateway, Redundant Server & Mirror
Database, etc.

Assign a name to the selected workstation. If you are running the software in two languages,
for example in English and French, you may assign a name in English and in French.

For added security, specify the system behavior when the operator is inactive. This feature
provides additional security to prevent access to the system by an unauthorized person. The
default delay is 20 minutes. You may keep the default delay or change it.

Select the Send to tray on idle if you want the EntraPass application to be minimized when
there is no action on the keyboard. If you do this, you have to specify the period after
which the application will be minimized if there is no action on the keyboard: in the Send
to tray on idle, enter the delay after which the workstation application will be minimized
and sent to the task bar.

Select the Logout on idle option if you want the EntraPass application to logout when
there is no action on the keyboard. If you do this, you have to specify the period after
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which the application will be minimized: in the Automatic logout on idle enter the delay
after which the Operator will be automatically logged out, (the option has to be checked).

If you are communicating with a remote site by modem, enter the time difference between
gateway location and EntraPass server location in the Time adjustment based on Gateway
timezone. This setting will allow events from the remote site to be displayed at local gateway
time on workstations located in different timezones.

From the Graphic list, you may select the graphic to which the workstation is assigned, if
applicable. For details on defining graphics, see “Defining Graphics” on page 169.

Defining Security Parameters for EntraPass Workstations

This section applies to all EntraPass applications (EntraPass Workstations, Gateways, SmartLink
(if installed), Redundant Server & Mirror Database, etc.).

From the Workstation window, select the Parameters tab.

1

__i_ ‘Workstation

S e T RN [

“Wworkstation

General Parameters | Workstation | Gateway and Site | Messages 1 of 2| Messages 2 of 2|

—Security

I Dizable workstation

[ Disable authentication to server
I Encryption

¥ Auto dizable authentication

I~ Allow auto-connection

=S

English

ISecurity Office

K, S ecurity Office

French

IBureau de la sécurité

~Miscellaneou
I Must be login to close application
I Suspend messages
¥ Operatar must login to receive messages
¥ Display description in'windaws title bar
[~ Display description in “windows taskbar

56 Canel | ? Help |

i'L Cloze |

58

Make the appropriate choices:

Disable workstation: if selected, the operator will not be able to start the workstation.
Disable authentication to server: When this option is checked, it is no longer possible to
register the workstation to the server.

Encryption: select this option if all incoming or outgoing messages for this workstation
should be encrypted.
Auto disable authentication: if selected, the system will automatically disable

authentication (workstation-server) when the workstation has authenticated itself for the
first time.
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Allow auto-connection: if sclected, the workstation will automatically attempt to connect
itself to the server following a communication failure.

Must be login to close application: checking this option will oblige operators to login
before they exit an EntraPass program.

Suspend messages: if this option is selected, all incoming messages for this workstation
will be suspended. Use this option for a workstation that is used only to configure
components or when messages are not required.

Operator must login to receive messages: checking this option will oblige the operator to
login with a valid username and password before system messages can be viewed.
Display description in Windows title bar: check this box to display workstation description
in the window titlebar (top).

Display description in Windows taskbar: check this box to display workstation description
in the window taskbar (bottom).

Defining Workstation Filters

The Workstation tab allows you to define from which workstations messages will be
received by the workstation being defined. This feature provides the ability to restrict
incoming messages to a computer. For example, you may decide that the workstation

being defined will not receive messages from the SmartLink workstation. To do so, sim-
ply remove the mark next to SmartLink (by clicking it); messages from SmartLink will

not be sent to this workstation.

4 + Configuring EntraPass Workstations Configuring EntraPass Workstations and Client Applications
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To define filter incoming messages:

1 From the Workstation window, select the Workstation tab. From the Workstation drop-down
list, select the Workstation you want to define.

__i_ Workstation — [

i EEE EREE

English
|(1) Additianal Workstatians

‘whorkstation I@ [1] Additional Workstations j
French

|(1) Additianal Workstatians

Generall Parameters ‘#orkstation | Gateway and Site | Meszages 1 of 2| Meszages 2 of 2|

“Wworkstation filter

[1] Additional Corporate G ateway [9) Additional Corporate G ateway

[1] Additional Workstations Additional Global Gateways

[2] Additional Corporate G ateway Mirrar Database and Redundant Server
[2] Additional Workstations SmartLink,

[3] Additional Workstations
[4] Additional Workstations
[5] Additional Workstations
[7] Additional Corporate G ateway

«| | |
i'L Cloze | x Cancel | ? Help |

2 In the lower pane, select the workstations from which messages will be received by the
workstation being defined. Messages are sent via the server.
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To define gateways and sites filters for a workstation:
1 From the Workstation drop-down list, select the workstation for which you want to assign
gateway and site filters.

Bvokstation __________ e PEE]
i EEE EREE |

English
|(1) Additianal Workstatians

‘whorkstation I@ [1] Additional Workstations j
French

|(1) Additianal Workstatians

Generall Parametersl ‘Workstation Gatewap and Site | Messages 1 of 2 | Messages 2 of 2|

v Gateway messages filker Gateway and Site filter

01 -[1] Additional Corporate Gateway
01 - [2] Additional Corporate Gateway
01 - [7] Additional Corporate Gateway
01 - [9] Additional Corporate Gateway
01 - &dditional Global G ateways

i'LEIose | x Cancel |

2  In the Workstation window, select the Gateway and Site tab. Gateway and sites defined in the
system appear in the lower pane.

3 Select the gateway and site from which messages will be received by the workstation being
configured. The selected gateway/sites send their messages via the EntraPass server.

@ NOTE: The basic configuration of a workstation consists of the workstations and gateways that
are selected during its definition. This configuration indicates to the server that the
workstation is authorized to receive events/messages that will be generated by the selected
workstations or gateways.
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To define message and alarm controls:

1

Click the Messages 1 of 2 tab to define how messages should be processed when the
workstation is connected (or not) to the server.

__i_ Workstation M= B3 |

1| B o] o) =% 8] =5

English
|(1) Additianal Workstatians

“Wworkstation

French

|(1) Additianal Workstatians

General | Parameters | “Workstation | Gateway and Site Messages 1 of 2 | Meszages 2 of 2|

—Meszage controt —Alarm contral
Meszages kept on server |5DDD '3’ Alarms kept on server |5DDD '3’
Messages kept on workstation IEUUU '3} Alarms kept on workstation IEDDD '3}

(" Keep older messages (+ Keep newer messages (" Keep older alarms

On gerver message buffer full
’V (+ Keep newer alarms

"Dn server alarm buffer full

| Apply operator parameters for messages | Apply operator parameters for alarms

3

i'L Cloze | 56 Canel |

? Help |

In the Message control and Alarm control sections:

Specify the number of messages that the server will buffer when the workstation is off-line,
that is, when it is not connected to the server module. The server buffers a maximum of 60,000
messages and 60,000 alarms per workstation (default: 5,000).

Specify the number of messages that will be kept in the Messages desktop. There is a
maximum of 60,000 messages and 60,000 alarms per workstation. By default, it keeps 5,000
messages and 5,000 alarms.

NOTE: The workstation will always keep newer events. To view older events, you have to
request an historical report. For details on requesting reports, see Chapter 13 ‘Reports’ on

page 369.

3

62

Specify if the Server should keep newest or oldest messages/alarms when its buffer reaches
the defined maximum number:

D Keep older messages/alarms: the Server will keep the oldest messages/alarms and archive
the newest messages/alarms when the workstation is off-line and when the Server buffer
is full.

]

Keep newer messages/alarms: The Server will keep the newest messages/alarms and
archive the oldest messages/alarms when the workstation is off-line and when its buffer is
full. Messages are processed on a first in - first out basis.
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4  You may want to create exceptions to the workstation configuration by checking Apply
operator parameters for messages/Apply operator parameters for alarms options. When these
options are enabled, operator settings have priority over workstation settings.

@ NOTE: If the Apply operator parameters for messages/Apply operator parameters for alarms options
are selected all events will be filtered according to the workstation configuration, and filtered
again according to the security level of the operator who is currently logged on the
workstation. If the “Apply operator parameters for messages” and “Apply operator parameters
for alarms” options are selected and no operator is logged in, or the workstation is off-line,
events will NOT be buffered by theserver.

Defining Parameters for System Logs and Alarm Messages

The EntraPass software stores all system logs and alarm messages. System messages are displayed
in the Message desktop; alarm messages are displayed in the Alarms desktop. System desktops
display messages, alarms, instructions, etc. For details on EntraPass Desktops, see Chapter 12
‘Working with Desktops’ on page 343.

The Message 2 of 2 tab allows you to specify when systems messages and alarms will be cleared as
well as acknowledgement parameters.
To define parameters for system desktops:

1 Click the Messages 2 of 2 tab to define additional parameters for the workstation being
defined.

__i_ ‘Workstation

English
|(1) Additianal Workstatians

“Wworkstation
French

|(1) Additianal Workstatians

Generall Parameters | ‘Workstation | Gateway and Sitel Messages 1 of 2 Messages 2 of 2 |

Clear Meszages Desktop———— [ ClearAlams Desktop————— | [“Acknowledge p
’V |~ On logout |~ On logout |v Display alarm message box

| On workstation shutdown | On workstation shutdown

Acknowledge suspend delay [mm:ss) ID‘I R}

—Picture infarmatior
[ ]
Show cardholder information with picture IND data j
Send message on acknowledge time-out
—Global alarms p Status icon refresh delay———————————— r g B
v Mo reload on startup Refresh delay (m:ss) IU:U2 Acknowledge time-out delay [mm;:ss) |U2ZUU
i'L Cloze | 56 Canel | ? Help |

2 Specify when Messages/Alarms desktops are cleared:
» Onlogout (on a regular logout by an operator)
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» On network disconnection (when the workstation is disconnected from server)

NOTE: Messages and Alarms desktops are configured in the Desktop definition menu. For
details, see Chapter 12 ‘Working with Desktops’ on page 343.

3 In the Picture information section, select the field content that will be displayed below the
cardholder picture. The Show cardholder information with picture drop-down list contains 10
definable fields (Card information 1, Card information 2, etc.).

NOTE: By default, the field displays “card information #1” to “card information #10”. These
labels may be customized. For more information on renaming card information labels, see
“Customizing Card Information Fields” on page 212.

4  Specify whether all the system alarms (network alarms) will be reloaded on startup. System
alarms are stored in the server database. If the No reload on startup option is checked,
operators will have to manually reload the system alarms.

NOTE: Manual reload of the system alarms can be done through the Network Alarms desktop.
To do so, open the desktop, right click on an item and select Refresh from the contextual
menu.

NOTE: You may want to check this option for fast startup; it is useful when the system has a
slow connection.

5 1In the Status icon refresh delay section, specify the time interval at which the workstation
refreshes the condition reported by the status icon visible in the status bar. Refresh delays
range from 0.01 to 4.59 sec. in increments of 0.01 sec.

6  You may define the acknowledgement parameters. Checking Display alarm message box will
send an acknowledgement message box even if the operator is working in another application.
When this option is enabled, you have to enter the delay during which the acknowledgement
message box will be suspended. At the end of the delay, an alarm message box will be
displayed again requiring an acknowledgement from the operator.

7 You may check the option Send message on acknowledge time-out to generate an
“acknowledge time-out” event when the operator fails to acknowledge an event during the
time-out delay specified in the Acknowledge time-out delay field. The message will be sent to
the Message desktop and the Alarms desktop. For more information on EntraPass desktops,
see Chapter 12 “Working with Desktops’ on page 343.
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Configuring the EntraPass Gateway

The Gateway application allows you to monitor the controller sites connected to the gateway.
EntraPass Global Edition installation package includes one NCC Windows gateway. NCC
8000, Corporate, and NCC Windows gateways are used in EntraPass Global Edition. You may
add up to 40 Corporate gateways and 128 NCC Windows Gateways to your EntraPass
software.

To configure a gateway program:

1 From the Workstation drop-down list, select the gateway application. When the selected
workstation is a gateway type, the Workstation type field displays “Gateway”.

B workstation M= E

English

I Global Gateway

‘work station I@Global Gateways j
French

IPassereIIe Global Gateway

General | Parameters I

st staionibog T Sendtatrap on idle
G atewar
I E [relay 0z:.00
Software gateway
Gateway H#1 1 Automatic logout on idle
Global Gateway [elay 02:00
Graphic
ﬁIMain Building Interactive Plan ‘...I
i'L Cloze | 56 Canel | ? Help |

2 For details on defining the system behavior on idle, see “Configuring EntraPass Workstations”
on page 56.

3 To define security parameters for the gateway application, see “Defining Security Parameters
for EntraPass Workstations” on page 58.

Configuring the Oracle/MS-SQL HR Interface

The Oracle/MS-SQL HR Interface creates a real-time mirror copy of the EntraPass card databases
(Card table, Card group table, Card type table and Badge table) in MS-SQL or Oracle database. In
addition, it allows operators to interact with the system card database from their MS-SQL or
Oracle programs. Operators can add, modify and delete cards, or obtain card-related information
from the EntraPass card database.
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The card information is updated in all the databases, whatever the program used to modify or to
update the database; the Oracle/MS-SQL HR Interface ensures that the modifications are
conveyed to the server and then sent to the workstations.

NOTE: The Oracle/MS-SQL Interface requires an additional license.

Make sure that the MS-SQL or Oracle client software is installed on the same computer as the

Oracle/MS-SQL HR Interface. It it not recommended to install the Oracle/MS-SQL HR Interface
on a computer where EntraPass is installed. Installing the two applications on the same computer
may cause problems during data exchange between EntraPass and the Oracle or MS-SQL server.

To configure the Oracle/MS-SQL HR database Interface you have to define:

D  General parameters (applicable to the Oracle/MS-SQL HR Database Interface), including the
workstation security parameters

D Database parameters, including the database access rights

To configure the Oracle/MSSQL HR Interface:

1 From the Workstation drop-down list, select the Oracle/MS-SQL HR Interface from the
Workstation drop-down list.

__i_ Workstation !E‘m
OlE)e @l el =[w] el =
English

IDracIe.-"MS-SQL Interface

‘work station I@ Oracle/MS-S0L Interface j
French

IDracIe.-"MS-SQL Interface

General | Parametersl M5-S0L/0racle Interface

‘whork station type T Sendtatrap on idle
M5-50LOracle Interf,
| racle Interface Dy |D2:UU

T Automatic logout on idle

[relay lw
Graphic
ﬁIMain Building Interactive Plan ‘...I
i'L Cloge | 2@ [Eatice] | ? Help |

2 Define the workstation on which you have installed the Oracle/MS-SQL HR Interface. For
more details, see “Configuring EntraPass Workstations™” on page 56.

3 Select the Parameters tab to define security parameters for the Oracle/MSSQL HR Interface.
For details, see “Defining Security Parameters for EntraPass Workstations™ on page 58.
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4  Select the MS-SQL/Oracle Interface tab to indicate how the EntraPass software will
communicate with the client database and to define the database access rights.

B workstation M= E
S e T RN [
English

IDracIe.-"MS-SQL Interface

“Wworkstation I@ Oracle/MS-S0L Interface i
French

IDracIe.-"MS-SQL Interface

General | Parameters  MS5-50L/0racle Interface

D atabase description v Use Administrator Access for intiaisation ———————— |
Databaze type Administrator user name IJohn Smith
SOL zerver 5 -
I J Adminigtrator pazsword I ““““““““
Server name

I —Database acces

Database Name User name IKANTEEH
[K&NCARD

Oracle Data File Pazzword I xxxxxxx

I™ Keep deleted records

i'L Cloze | x Cancel | ? Help |

5 From the Database type drop-down list, select the database server: Oracle 8.0 server, Oracle
7.3 server or SQL server. Be sure to select the correct server version since the database
configuration is different from one version to another.

NOTE: If the wrong version is selected, the Oracle/MS-SQL HR Interface will not communicate
and will not be able to connect to the server.

6  Enter the database server name in the Server name field.
7 Type the name of the requested Oracle or SQL database in the Database Name field.

8 If you are using an Oracle server, type the name of the data file which points to the data you
wish to access in the Oracle Data File field.

NOTE: Oracle and SQL servers may be configured to contain more than one database.
Accessing an SQL database requires pointing to its name while accessing an Oracle database
requires pointing to its name and specific data file. Refer to your network administrator for
access parameters to the database specific to your application.

9  Check the Use administrator Access for Initialization option, if applicable. Checking this option
enables you to enter a valid administrator username and password.

NOTE: It is important to check this box. If you do not, you must manually create the database,
the username and password in the database server.

10 Enter the username and password of the database administrator in the Administrator user name
and Administrator password ficlds. The program will automatically create the database,
username and password in the server database
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11 In the Database Access area, enter a username and password which will be used by the card
gateway to connect to the Oracle/SQL database.

NOTE: The database access procedure does not allow the card gateway to create or modify
an existing user profile on an Oracle/SQL server.

12 Check the Keep deleted records option if you want to keep the record of a card, even when the
card is deleted from the EntraPass database. The record will be kept in the Oracle/MS-SQL
HR Interface database.

NOTE: If you do not select this option, deleted records will be physically and permanently
erased from the Oracle/MS-SQL HR database.

NOTE: When EntraPass creates the card database automatically in the SQL or Oracle Server,
it allows a maximum of 50MB for the card database. If you want to increase the size of the
database, you must create the database manually, as detailed in the following section.

Manually Creating Server Databases

In order to integrate the database with EntraPass, you have to create the database that will be used
and then create the Kantech operator in the database. If your system is using an MS-SQL server,
proceed as follows:

To manually create the operator in the MS-SQL/Oracle Server:

The first step in integrating MS-SQL/Oracle with EntraPass is to create the database that will be
used.

1 Right-click the Database folder and select New Database.
2  Enter the database name in the Database name field.
3 Click OK once you have entered the name of the database.

To create the KANTECH operator for an MS-SQL Server:

You have to create an operator that the Oracle/MS-SQL HR Interface will use to log on the MS-
SQL server.

1 Right-click Logins and select New Login.

Enter kantech (lower case) in the Name field.

Make sure that the SQL Server Authentication option is checked.

Enter kantech (in lower case) as the password in the Password field.

Click the Database Access tab.

Check the name of the database created in step 2. When you select this option, the bottom part

of the window displays “Database Roles - Permit in database role”.

7 In order to be able to modify the database, check the Public and db_owner options and click
OK to save and exit. You will be prompted to confirm the password.

(=223, B - R JL R N ]

8 Enter kantech (lower case) and click OK to exit.
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To create the KANTECH operator for an Oracle Server:

1 Log on the ORACLE server as the administrator. Default name “kantech” may be used.
2  Create a database. Default database name “KanCard” may be used.

3 Create a logon profile. Default username and password “kantech” may be used.

4  Assign the kantech operator the permission “Owner”.

NOTE: If any defaults are changed, there must be a consistent Database name, User name
and Password between the Database and EntraPass software.

Configuring the Mirror Database and Redundant Server

&

The Mirror Database monitors the communication between itself and the Primary Server. The
Mirror Database is a real-time copy of the system database and Windows system registry entries.

When communication between the Mirror Database and the Primary Server fails, the Mirror
Database automatically initiates the delay after which the Redundant Server is automatically
started to replace the Primary Server.

The Mirror Database & Redundant Server program cannot run on the same computer as the
Entrapass software server. The Mirror Database & Redundant Server should be installed on a
dedicated computer.

NOTE: It is possible to operate the system with more than one Mirror Database & Redundant
Server.

NOTE: The Mirror Database & Redundant Server feature requires an additional license.

To configure the Mirror database & Redundant server workstation, you have to define:

D  General parameters applicable to the Mirror Database & Redundant Server, including security
parameters

» Redundant Server parameters
D  Security parameters
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To configure the Redundant Server & Mirror Database:
1 From the Workstation drop-down list, select the Redundant Server application.

__i_ ‘Workstation

OlE)e @l el =[w] el =

“Wworkstation

General | Parametersl Fedundancy Server

‘work gtation type

=S

English

IMirror [atabasze and Redundancy Server

I@ Mirrar D atabase and Redundancy Server j
French

IMirror [atabasze and Redundancy Server

IMirror D atabasze

¥ Send tatrap on idle

Delay |2D:DD
¥ Automatic logout on idle

Delay |2D:DD
Graphic

¢ ain Building Interactive Plan ‘...I

i'L Cloze | x Cancel | ? Help |

2 Define the workstation on which you have installed the Redundant Server& Mirror Database.
For more details, see “Configuring EntraPass Workstations” on page 56.

3 Select the Parameters tab to define security parameters for the Redundant Server& Mirror
Database. For details, see “Defining Security Parameters for EntraPass Workstations” on

page 58
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4  To define communication parameters for the Redundant Server& Mirror Database, select the
Redundant Server tab.

-
R EERNDE |

English

IMirror D atabase and Redundant Server

‘whorkstation B, Minror Database and Bedundant Serve
French

IMirror D atabase and Redundant Server

Gereral I Parameters Redundant Server

Optio: v Automatic process on restore
Frotocal
(+ None  TCRAP " NetBEUI " Automatic | I” Restore database

™| Bestare archive

v Merge archive

™| Bestare time atd attendanee

On normal shutdowr
’V | Start server automatically ‘wiait before start server [mm:ss) |D2:DD ‘ [v Merge time and attendance

"Dn abnarmal shutdowry On server restore

|w Start server automatically ‘wiait before start server [mm:ss) |U1 :00 ‘ ’V ‘wiait before stop server [mm:ss) ID‘I 30 ‘

i'L Cloze | 56 Canel | ? Help |

5 Select the protocol that is used to communicate with the computer where the Mirror Database
is installed: None, TCP/IP (network server), NetBEUI (computer name) or Automatic.

NOTE: When you select TCP/IP, the Redundant server address field is enabled to allow you to
enter the TCP/IP address of the computer hosting the Redundant Server and Mirror Database.
The field can be edited when you select NetbEUI.

NOTE: If Automatic is checked, the IP address of the computer hosting the Redundant Server
and Mirror Database will be sent to the server for broadcast to all workstations on the
network. This option is particularly useful if you don’t know the IP address or if the computer
is set to a dynamic IP address or if the computer is connected to a DHCP server.

6  Specify the options for starting the Redundant Server: this may be automatically on a normal
shutdown (when an operator shuts down the EntraPass server) or on an abnormal shutdown
(when EntraPass server “hangs” or “freezes”). The Mirror Database will start the Redundant
Server when the delay indicated in the Wait before start server field has expired.

NOTE: If you do not check the Start server automatically option, the Redundant Server will not
start when the primary server is closed under normal conditions (i.e. operator shutdown).
Therefore, it will be necessary to start it manually.

7  Specify the system behavior when the server returns to normal (On server restore): enter the
delay after which the Redundant Server will be stopped when the primary server returns to
normal functionality. During this time, the Redundant Server will continue to prevail
(maximum allowed: 59:59 minutes).
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Configuring SmartLink

The SmarkLink application allows operators to interface the EntraPass access control software
with any intelligent device such as video matrix switchers, paging systems, e-mail application,
etc., using an RS-232 connection between one of the EntraPass workstations and the external
device. Integration with other systems can also be accomplished through software DLLs.
SmartLink can be used to connect to another computer to exchange information and update it
automatically in real-time. It also enables EntraPass to receive and send messages or commands,
and to communicate with client applications.

{} NOTE: The SmarkLink feature requires no additional license.

EntraPass allows you to configure the SmartLink communication mode. For more information on
SmartLink and how it works, see your SmartLink Reference Manual.

To configure SmartLink connection options:
1 From Workstation drop-down list, select the system SmartLink application.

B workstation M= E
RO I
English
ISmartLink
‘workstation I@ SrmartLink b
French
ISmartLink

General | Parameters | SmartLink |

Wik station lype T Sendtatrap on idle
SmartLink
I [relay |D2:DD
T Automatic logout on idle
[relay |D2:DD

Graphic

ain Building Interactive Flan ‘...I

i'L Cloze | 56 Canel | ? Help |

2 Define the workstation on which you have installed the Smartlink interface. For more details,
see “Defining Security Parameters for EntraPass Workstations” on page 58.

3 Configure the SmartLink workstation security parameters. For more details, see “Defining
Security Parameters for EntraPass Workstations” on page 58.
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4  Click the SmartLink tab to view and setup the Smartlink connection parameters.

__i_ Workstation

A EEFEREE

[ [ x]

English

ISmartLink

“Wworkstation

General | Parameters SmartLinkl

I@ SmartLink

—SmartLink serial connection
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French

ISmartLink
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i'L Cloze | x Cancel | ? Help |

5 From the Mode enabled drop-down list, select the mode that is used:

The Unidirectional or Message mode is used to process the contents of instructions that are
generated when an event programmed with an instruction occurs. Instructions are defined
in the Instruction definition menu and assigned to events in the Event Parameters menu.
For details on defining instructions, see “Instruction Definition” on page 335.

The Bidirectional or Command mode is used to process the requests corresponding to
commands received by the serial port or by the network, and to return the appropriate
response from the process to the sender.

NOTE: When you start the SmartLink application, the connection options for the serial port and
network modes are retrieved from the EntraPass Server. If the network connection mode of
the SmartLink is different from “none”, the SmartLink application will be started to allow a
client application to connect to the SmartLink application, either to execute commands or to
receive messages sent through the network or both process simultaneously.

6 Check the Bypass event parameter preset option if you want to ignore all default settings of
the Event Parameter definition menu (System > Event Parameters). By default, all events are
programmed to be sent to all workstations (including the SmartLink workstation). Check this
option to avoid receiving unnecessary instructions and events that are not intended for the
SmartLink application.

NOTE: You will have to “manually” create associations of events and instructions in the Event
Parameter definition menu. For example, you could select the event “Door forced open” and
send only a specific instruction to the SmartLink workstation that would send an e-mail.
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7 Click the button to select a SmartLink startup instruction. The instruction you assign will be
processed automatically when the SmartLink application is started. For details on defining
Smartlink and other system instructions, see “Instruction Definition” on page 335.

8 To use the SmartLink option with the e-mail service, enter the E-mail server name and port in
the E-mail server and port ficld.

NOTE: The e-mail port value is set to 25 by default. You may leave it as is or change this value
to any available port on the network (between 0 and 65 533) For information about setting of
the e-mail server, contact the network administrator.

9 In the Messages section, you may want to define the status of messages in the Server, or to
modify the number of messages that are kept in the Server.
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Entrapass Gateways convert the information received from a controller or a site and transmits the
converted data to the Server. They also convert the information received from the Server and
transmit it to controllers.

EntraPass Global Edition supports three types of gateways: Global, Corporate and NCC Windows
gateways. All Gateways interface the sites and the server. They may be installed on a dedicated

computer, or integrated with another EntraPass workstation.

NOTE: EntraPass Global Edition is shipped with a NCC Windows gateway. Additional
gateways (Corporate, NCC 8000 and NCC Windows gateways) require an additional license.

The following table compares some gateway capacities in EntraPass Global

Edition:
(e NCC 8000 Corporate .
Capacities Gateway Gateway NCC Windows gateway

Number 128 41 128

Local sites 8 (loops) 32 32 (serial, 485, TCP-IP)

Dial up modems at | N/A 32 per gateway N/A

host site

Remote dial up N/A 512 per gateway N/A

sites

On-line remote N/A 32 per gateway N/A

sites

Controllers 128 Total 17,408 total 1,024 per NCC Windows
(16 per site (KT- (32 KT per site) (32 KT per site)
200 only))

Readers/keypads 256 34,816 2,048

per gateway

Events for timer 16 30 28

on/off
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Configuring a Corporate/NCC Windows Gateway

To configure a Corporate/NCC Windows Gateway:
1 From the Devices definition tab, select the Gateway icon.

-F_!Galeway [_[E]=]
Ol o [= ] o8] 2| o] ] [ ] B @]

English
ID‘I -[1] Additional Corporate G ateway

Gateway
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Time-out on keypad [m:zz) ID:‘I 1]
Keppad dizabled duration [h:mm) ID:D‘I
Fieset attempt counter [m:ss] ID:2D
Graphic
ﬁIMain Building Interactive Plan = s Host Modem D efirition |
i'L Cloze | 56 Canel | ? Help |

2 From the Gateway drop-down list, select the gateway to be configured.

3 Inthe Keypad delays section, enter the Inter-digit delay time (m:ss). It represents the maximum
delay permitted between each selection of a keypad key by a user.

4  Enter the Time-out on keypad delay time (m:ss). It is set in seconds. It represents the maximum
time allowed for users to begin entering their personal identification number at a keypad.

NOTE: The maximum time allowed for both the Inter-digit and Time-out on keypad delays is
4 minutes and 15 seconds.

5 Select a Graphic to which the Gateway is assigned, if applicable.

6 Using the up and down controls, determine the number of Invalid attempts before keypad is
disabled. Users have a maximum of 255 invalid attempts before the keypad is disabled.

7  Enter the Keypad disabled duration delay (h:mm). The maximum duration allowed is 4 hours:
15 minutes. When the counter reaches the maximum attempts counter, the keypad will be
disabled for all cards. It is disabled for the delay specified in the Keypad disabled duration
field.

8 Enter the Reset attempt counter delay (m:ss). When the delay specified in the Reset attempt
counter field is expired, the system will set the attempt counter to zero. The maximum delay is
4:15 minutes. If the value entered is greater than the maximum allowed, then the system will
use the previous correct value.
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each event. A Corporate Gateway is configured to manage 30 events.
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@ NOTE: An NCC Windows gateway supports up to 28 events.

Configuring modem parameters

&
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If your Corporate Gateway connects to the first controller of a remote site via modem you have to
configure the modem communication options.

To configure modem parameters:

1 From the Gateway window, click the Host modem definition button (lower part of the window)
to display the modem setup window.

i El Modem E
Sellet g irsEln Engish [Host Modemi#1
Dizgepler - French IHost Modem#tl
Modem connection type IHeceive and transmit j
Serial Corn port | =
Host Baud R ate Im
Code to access an outside line I—
Host phone number |5
Modem brand IUS Fobotics sportster 33.6 j
Maodem init settings IAT EFED 201 EHOR0RR 1 &K 05MDEE
Fhone line type ITone j
Mumber of rings before answer 1%
oo Hew | @ Delete | W OF | X Cancel | ? Help |

2 Click on the New button to add a modem to the modem selection list.

3 Configure the modem as per the example entries shown in the previous window and click OK
to return to the Device definition window.

NOTE: For reliability and configuration consistency, Kantech currently supports the US
Robotics Sportster external modem only. Moreover, the Modem connection type should be set
to Receive and transmit while the Modem settings should not be changed. If you are uncertain
about modem setup parameters, consult your network administrator for the settings which

apply to your particular hardware configuration.
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Configuring a NCC 8000 Gateway

To configure a NCC 8000 Gateway:

1 Refer to see “To configure a Corporate/NCC Windows Gateway:” on page 76, Step 1 through
Step 5.

Reference Manual

Gateway B, 01 - Additional Global Gateways

General | Ay output configuration | Gateway configurationl

—Keypad delay:

Inter-digit delay [m:ss] ID:DE

Time-out on keypad [m:zz) ID:‘I 1]
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Graphic

English
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2 Using the Up/down arrows, specify the number of controller loops connected to the NCC

computer (maximum 8).

NOTE: Under a NCC 8000 Gateway, the system allows a maximum of 16 controllers per site
and up to 8 sites per NCC. Under a NCC Windows Gateway, the system supports 32
controllers per site; there are 32 sites per an NCC Windows Gateway.
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3 Select the Auxiliary Output Configuration tab to set the LED Timer on and Timer off for each
event.

@ NOTE: A NCC 8000 Gateway is configured to manage 16 events.

F, Gateway HE E
S 6] 2| | w || @] B =]
French
Workstation @ Security Office ] | [seouity Offics - Passerele
Gateway [ Securiy Dffice - Gateway = | Engish

ISecurity Dffice - Gateway

General  Aux. Output Configuration Gateway Configuration I

Fvent Timer On (s.cc) Timer Off (s.cc) ﬂ
1 0:20 0:20
2 | Access denied 0:05 0:20
3 | Reguest to exit granted 0:80 0:20
4 | Request to exit denied 0:05 0:20
& | Waiting for keypad 010 0:80
6 | Time-out on keypad 0:05 0:20
7 |Bad code on keypad 0:05 0:20

8 | Time-out on access granted 0:20 0:20 =l

i'L Cloze | x Cancel | ? Help |

NOTE: A Corporate Gateway-based system may support up to 41 Corporate Gateways. By
default, EntraPass Global is supplied with one NCC 8000 Gateway.You may add up to 40
Corporate gateways or 128 Global/NCC Windows gateways to your access control system.
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4  Select the Gateway Configuration tab to define the NCC 8000 Gateway connection options.

¥; Gateway HE B
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5 Specify the connection type between the gateway and the NCC (same computer or separated).

D RS-232—If the NCC 8000 gateway is installed on a dedicated computer, then the link
between the NCC and the gateway is established through an RS-232 serial link using a
selected communication port. If this is the case, you have to specify the serial port as well
as the baud rate used by the gateway computer to communicate with the NCC 8000
gateway.

D Integrated with Gateway—If the NCC 8000/NCC Windows and the software are installed
on the same computer, indicate which port is used for the sites.

D If the NCC is connected using an RS-232, define the RS-232 Gateway Configuration:

» Serial Port—Select the serial communication port used on the computer where the gateway
is installed to communicate with an external NCC 8000/ NCC Windows gateway.

D Baud Rate—Select the baud rate speed used between the computer where the gateway is
installed to communicate with an external NCC 8000/ NCC Windows gateway.

D Ifthe NCC is integrated to the gateway, you have to define the Site RS-232 Configuration in
order to specify the COM to which the site is connected. If you select the Integrated with
gateway option, the Direct section is enabled:

» Controller loop RS-232 configuration: select the COM port used for communication. For
information about Com ports used by the NCC 8000/ NCC Windows gateway, contact
your network administrator.

D Select View NCC program checkbox if you want to see the NCC 8000/ NCC Windows
gateway as a program running under Windows. Leave this option unselected to have the
NCC 8000/ NCC Windows gateway running transparently in Windows background.
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Configuring Sites

23

A site is composed of controllers attached to the same serial port. The system can manage up to 32
local sites per Corporate Gateway, 8 sites per NCC 8000 Gateway, and 32 sites per NCC Windows
gateways. EntraPass allows users to add up 512 remote dial up site per Corporate gateway.

sites are composed of KT-200 controllers, only. Corporate and NCC Windows gateway sites are
composed of KT-100, KT-200 or KT-300 controllers.

NOTE: It is suggested to use a site for each section of a building in order to provide easier
system expansion and management.

NCC 8000 Gateway Site Definition

3

4 + Configuring Sites NCC 8000 Gateway Site Definition

This menu is used to define the configuration or settings for each site 